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Introduction

The method used for exchanging files with GDOT depends on different conditions, such as:

o Email - File size limits and mailbox capacities
o SharePoint
o Requirements for external access to SharePoint 365
o OneDrive
o Supports files up to 250 GB
o Requires a valid email address to share a file
o Secure FTP
o Supports larger files than OneDrive

Factors to consider when deciding which program to use between OneDrive and Secure FTP:

OneDrive Secure FTP
Supports files up to 250 GB Supports files larger than what OneDrive supports
All files are deleted after 30 days

1 y
-

Do not transfer executable files. Users are responsible for who
they share with and what they share.

L y
4

Whenever you receive a link, you should follow your cybersecurity training protocols.

This manual centers around the Secure FTP method. Yet it highlights important considerations that
should be observed while using OneDrive.

Introduction 3
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Considerations for Sharing Files Using OneDrive

OneDrive requires a valid email address to share a file. If the recipient is not a GDOT email, then the
recipient must request an authentication code to access the file (as third-party or multifactor
authentication).

When a file is shared, it is shared indefinite until you come back to the file and stop
file sharing. This is a manual process, and it is your responsibility to manage.

To manage access to files shared:

1. Select the OneDrive icon from your Windows
System Tray. RQ N 1 m @ )

2. Select View online.

m & =

Open folder View online Help & Settings

3. Select Shared.
4. Select Shared by you.

5. The files you have shared are displayed.

OneDrive
Doe, Jane Shared with you  Shared by you 4
B3 My files
Shared by you vl
D recont vy You must periodically
ecen i
;.-8 o review the
Shared Name
Shared/Shared by you
Recycle bin o . 0
5} y - IT_Training_Manual_Template.dotx . files and Manage Access
personal > ... > Documents » Documents > Branding
to remove access or stop
Quick access Worklog 01 09 2021 Example_Testing.pdf .
e =0s personal > .. > Timelog > 2021 > Week2_Jan11_15_2021 Sharlng'
AASHTOWare Training
) - GDOT_ELMS_Guide.pdf
Im Tralnlng Team =09 personal > ... > Documents > Documents > Manuals
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6. Select the row for the file you want to review the access. A blue checkbox will appear to the
left of it showing your selection.

7. Select Show actions (vertical dots) on the far right of the file name.

8. From the pop-up menu, select Manage access.

(/] ", Worklog_01.09_2021_Example_Testing .pdf B Doe, Jane
=0 personal > ... > Timelog > 2021 > Week2_Jan11_15_2021 i
M Open >
Preview
Share
Copy link
Manage accessd—e
Details
9. From this menu you have several options:
a. Select Stop sharing, to no longer MSHSG8 Sccess e .

share the file with others. Stop sharing 4—°

b. Review what the link gives access to
for users to do. In this example, the
person the file has been shared with

can edit. | cony |
People you specify can edit
N E

Direct access © =+

@ Links giving access @ 2 Share

You are responsible for
enabling others to edit content
and should only do this on an
as needed basis. You must
stop file sharing or stop editing Doe. Jane Owner
to prevent the person you have
shared the file with from editing
at a later date.

ADMIN_John Smith Owner

Advanced

c. Shows people who use this link
(down arrow).

Introduction 5
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d. The More options icon allows you to
change what the link allows a user to
do.

e. Close.

10.If you selected (c), the down arrow in the
previous step (9), to see the people who use
this link, the program will display:

e the name(s) and title(s) for users within
your company

e the email and the label of EXTERNAL
USER for those who are not within your
company

11.1f you select the X next to a person’s link, that

person no longer will have access to the file.

12.1f you instead selected (d), the More options
icon in the previous step (9), you will see the
following menu options to change what users
can do with the shared file.

a. Expand the arrow under the Link
settings.
You have the option to allow users to
edit the file or just view the file.

b. When possible, select Can view
instead of Can edit.

Introduction
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If a file is shared, and the recipient
forwards the email with the link for
accessing the shared content to another
person, the forwarded email link will not
work, and the third party does not get
access to the file.

Manage access

Stop sharing

@ Links giving access @ 1= Share

This link works for -~

Copy ‘ b

Peaple you specify can edit

Jen.smith@companyabc.com
EXTERMNAL USER

&« Manage access X

@ | cons |
People you specify can edit

Link settings

& Can edit v
Can edit
Make any changes

< Can view w
Cannot make changes
Jen.smith@companyabc.com y
EXTERMAL USER
Cancel
6
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Considerations for Sharing Files Using Secure FTP

e GDOT internal users can send files to external users; however, V. N
external users cannot send files back to GDOT internal users
without a GDOT Vendor Account. -

All documents are

e All folders are displayed in the Secure FTP site; however, you
purged after 30 days.

only have access to the folder for which you were granted

permission.

To request new FTP user access, please have your GDOT supervisor or representative
open a ticket with Solutions Center at SolutionsCenter@dot.ga.gov.

Introduction 7
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About this Manual

This manual introduces GDOT Vendors and the general public users to two methods of transferring
files:

v Secure File Transfer Protocol (SFTP) for GDOT External Partners.
v Secure File Transfer Protocol (FTP Web Client).

How to Use this Manual

This manual is divided into three chapters. Each chapter focuses on several key topics, each of
which are broken down into easy-to-follow concepts.

Throughout the manual, you will see callouts that contain notes, pro tips, and important information
to help you use the Secure FTP application efficiently and boost productivity. Look out for these
callouts to quickly become a super user!

— 0@ 0

These callouts contain These callouts contain tech These callouts contain
supplementary notes that tips, productivity tips, and information that will
will help you choose the other useful nuggets of prevent errors from
appropriate settings and information that will make occurring and help you
provide background info. you more efficient. troubleshoot issues.

BT T

Secure File Transfer Protocol GDOT Internal Personnel 8
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Secure File Transfer Protocol (SFTP) for GDOT External Partners

GDOT recommends the WinSCP software. However, GDOT does NOT support it.
This is recommended for GDOT external users who must send and receive large files.

There is no file size limit.

Requirements
e You need to have a GDOT Vendor Account.
e You will need to be added to the correct Secure FTP Process group.

¢ You must download and install the free WinSCP software to use this process.

Install WinSCP Software

1. Select the following link to download the WinSCP Software
http://winscp.net/eng/download.php.

2. Scroll down and select DOWNLOAD WINSCP.

“ = O 4
B WinSCP i Official Site : Downles X =
CG @& winscp.netfeng/download.php

£} WinSCP

Search...
Free SFTR SOP 83 and FTP chient for Windowa

B
3
¥
o]
-

Home News Infroduction Download

Documentation

WinSCP 5.19 Download

WiInSCP 5.19 is a major application update. New features and enhancements include

= A complete list of files that are part of a background transfer can be shown

= Support for PPK version 3 keys from PuTTY 0.75.

e Stream interface in .NET assembly.

= With SFTP protocol files can be streamed to stdout and from stdin in scripting

= Support SHA-256 fingerprints of TLS/SSL certificates

= Extension Synchronize with another remote server.

= Improved FTP support for VMS servers (and potentially for other non-Unix-like systems)

= Compatibility with Google Cloud Storage when using $3 protocol to access the buckets.

= List of all changes.

Secure File Transfer Protocol GDOT Internal Personnel
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3. Double-click the file you just downloaded. It

is located in the Downloads folder. @ WinSCP-5.10.6-Sat._axa A

4. Select Install for me only. Select Setup Install Mode %

% Select install mode
9

WinSCP can be installed for all users (requires

administrative privileges), or for you only.
You need Administrator

permissions on your computer to

install for all users. 0—} Install for me only

@ Install for all users (recommended)

5. Review the License Agreement. % Setup- WinSCP 5195 - X

License Agreement

6- SCrO” down to read a” the detai |S- Please read the following important information before contining.

Please read the following License Agreement. You must accept the terms of this agreement bej
continuing with the installation.

r|\‘uu can also review this license and furtner details online at:
https:/fwinscp.net/eng/docs ficense

=]

A, GNU General Public License
B. License of WinSCP Icon Set
C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE I
Version 3, 29 June 2007
(Copyright (C) 2007 Free Software Foundation, Inc. <https:/jwww.fsf.org/>

[Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

Preamble
[The GNU General Public License is a free, copyleft license for software and other kinds of works.,
v

Help Cancel

7. Select Accept. % Setup - WinSCP 5.19.6 = x

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

WinSCP includes functionality to collect and send non-personal WinSCP Usage statistics and to
automatically check for application updates. The only potentially personal information sent to WinSCP
is IP addresses. Users can opt-out from using this functionality in the installer or anytime later in
WinSCP Preferences, WinSCP Usage statistics help improve future versions of WinSCP. Once sent,
usage statistics are stored for analysis (except IP addresses) and made available to the core WinSCP
team only.

Before disabling WinSCP Usage statistics, be so kind and consider that it plays very important role in
the WinSCP development. We work very hard to make WinSCP reliable and useful. We also love
improving WinSCP with every release. And last but not least, we provide WinSCP application to you for
free and we want this to stay so! However our resources and time are unfortunately very limited, We
want to focus our effort on improving the right features for you. Thatis why we need to learn more
about how you use WinSCP,

If you still want to disable WinSCP Usage statistics already during installation, you may do so using
Custom installation.

"Thank you! .{l
~

Help

Cancel

Secure File Transfer Protocol GDOT Internal Personnel 10
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8. Select Typical installation (recommended). B setup -winscp 5106 - *
Setup Type

9 Sel eCt NeXt What type of setup do you want?

(®) Typical installation (recommended)

» installs to default destination
» installs all components
» enables most typical features

() custom installation

« allows full selection of destination, companents and features

Help Back Cancel

10. Select Commander. ® Setup - WinsCP 5.195 - ”

Initial User Settings

Please, select your preferred user interface options.
It is preferred, during Ol « rlyremate dreciory
’ « keyboard shortcuts like in Windows File Explorer

setup, that you select the iy
Commander option.

User interface style

» two panels (eft for local directory, right for remote directory)

« keyboard shortouts like in Norton Commander (and other similar programs as
Total Commander, Midnight Commander...)

« drag & drop to/from both panels

(®) Commander

11.Select Next. ey Bock =

12.Select Install. B Setup - WinscP 5.19.6 _ X

Ready to Install
Setup is now ready to begin instaling WinSCP on your computer.

Click Tnstall to continue with the installation, or dick Back if you want to review or change any settings.

Destination location: ~
C:\sersy AppData'Local\Programs \WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may reguire restart)
Pageant (55H authentication agent)
PuTTYgen (key generator)
Translations

Additional tasks:
Enable automatic check for application updates {recommended)
Enable collecting anonymous usage statistics
Create a desktop icon
Add upload shortcut to Explorer's 'Send to' context menu
Register to handle URL addresses

Help Back Install Cancel

Secure File Transfer Protocol GDOT Internal Personnel 11
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13. Select Finish. %, Setup - WinSCP 5.19.6 _

i Completing the WinSCP Setup Wizard
14.Close the Browser window. ompleting the WinSCP Setup Wizar

Setup has finished installing WinSCP on your computer. The application may
be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch WinsCP

Open Getting started page

Please consider donating to support WinSCP development.

Donate §3 =
Donate 19 PﬁPal

L
Donate §43

wsa o= wer
About donaions I ] 1SA o IR P e

Help

15. Notice the WinSCP application icon is added
to the task bar and the program is ready for
use.

WinSCP Settings to Upload Large Files

The following changes must be made to the default WinSCP settings in order for users to upload
large files. Once the change is made, it will remain for future usage.

There are two ways to make the change, either from the Login Screen or from the application itself.

Method 1 - From the Login Screen

1. Expand the Tools drop-down B Login - *
menu. e i,
2. Select Preferences. AWy ——
\ I =8
User name: Password:
\ I |
Advarced... v
Tos _v] [ vese PEEENE [ o= |[ e |
Import Sites... last session is dlosed

Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...

Run Pageant
Run PuTT¥gen

Check for Updates

Preferences...
About.. L%

Secure File Transfer Protocol GDOT Internal Personnel 12
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3. Select Transfer. Bisfessets roox
. Environment Transfer settings presets
4. Select Edit. Briien _
Window Preset description Auto
Commander Default
- Buplorer Text No
- Languages Binar No
Panels LS
i.- Flle cslors Mew and updated files only Mo
Remote Exdude directories No
i Local
Editors
*- Internal editor
Transfer
Drag & Drop
i+ Badkground I
il Transfer type: Binary
Network
Security
Logging
Irjtegrahon s B i
i Applications |
Commands e | il
Storage | Announce when transfer settings preset is autoselected
Updates
ok | [ cond | [ v |
5. Uncheck the Preserve timestamp Transfer settings 7 X
bOX. Transfer mode Filename medification
() Text {plain text, html, scaripts, ...) (®) No change
6. Select OK. | _
(®) Binary (archives, doc, ...) () Upper case
() Automatic () Lower case
Transfer following files in text mode: (O Lower case 8.3
* *html; *.htm; *.txt; *.php; *.php3; T ~ [FReplace ...
Upload options Common options
|:| Set permissions: Preserve timestamp
rwr—r— (+x) ’:l Induding directories

Ignore permission errors E Calaulate total size

[ Clear Archive' atiribute Speed (KBJS):

Remove BOM and EOF marks FT T T TE

[ Encrypt new files [Jpreserve read-only

Other
File mask:
| w | Edit....
mask hints
[INew and updated files only []Exdude hidden files
[ Exdude empty directories

O ==

Secure File Transfer Protocol GDOT Internal Personnel 13
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7. Select Endurance. BiSfernsts Tox
Environment Enable transfer resume/transfer to ary filename for
8. Select Disable. | ST
: ommander () Files above:
9. Select OK. Wecil 10 2] ko
P:ane\sng * &@Dsab‘e
- File colors
i Automatic reconnect

i Local
Editors E Automatically reconnect session, if it breaks during transfer

-~ Intemal editor Reconnect after: seconds

Transfer

i~ Drag &Drop E Automatically reconnect session, if it breaks while idle
r B;:f:“;uo Recemectar: —
Network [#] Automatically reconnect session, if it stalls
pawiis
Logging Reconnect after: 60 = | seconds
Integration Keep reconnecting for: Unlimited 1| seconds
+- Applications
Commands
Storage
Updates

e—ﬂmﬁlwllw

Method 2 - From the Application Command Toolbar Located at the Top of the Application

Screen
1. Select Options.

2- Select Preferences- & Uplnads-u{)DDDD[!I'I@ftp.th.ga.gDv-WinSC

Local Mark Files Commands Session | Options | Remote Hely

m % Toolbars ¥ Queue -
& 000( Local Panel b

: Remote Panel 3

= Myd m & | %

Sessions Tabs » »

Command Line Shift+ Ctrl+ M

ChUsers\
Status Bar .

Mame
Queue »

ectory
{E} Preferences... Ctrl+Alt+P

3. Follow steps 3 through 9 as described for the Method 1 — From the Login Screen.

Secure File Transfer Protocol GDOT Internal Personnel 14
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Share Files with GDOT Internal Users

Open and Log into WinSCP
1. Select the WinSCP icon on your
desktop, if WinSCP is not already

running.
Alternatively, select Start > .
(WIinSCP)
2. Enter ftp.dot.ga.gov as the Host B Login - X
name. G New Site Session
3. Enter User name.
e Vendors enter V#. |Htm 9(“”“““5%
e.g., V0123456 Do not change ool
the Port number.
Enter Password. It is automatically
Select Login. assigned by
the system.
| Tools v| | Manage - @Login |v | Close | | Help
Show Login dialog on startup and when the last session is dosed
6. Select Yes. Warning 7 %

Continue connecting to an unknown server and add its

host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

This window appears only the

first time you log into the TR el NI Rl e
application. Algorithm: ssh-rsa 1024
SHA-256: ZZdbUPz6QaTGuwlKAVYS3Dgchvd7aadURaXnWG/zind=
If an error message appears MDS5: O Se:Fb:6F85: 55 ed:06: 72:d0:46:46:e7:9F:20:0d

about setting permissions or _ _ _
. o E If you trust this host, press Yes. To connect without adding host key to the
tlmeStamp1 it is safe to select cache, press No. To abandon the connection press Cancel.

Sklp all. Copy key fingerprints to dipboard

L Noe o S [ [

The program opens in its landing
page.

Secure File Transfer Protocol GDOT Internal Personnel 15
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Share Files with GDOT Internal Users with WinSCP
1. Open and Log into WinSCP as shown in the previous section if it is not already open.

The program opens in its landing page. Where:

a. Menus and functions are available to you.

b. Your computer files are displayed on your C:\\ directory.

c. Folders/files on the root FTP WIinSCP application directory are displayed.

Secure File Transfer Protocol GDOT Internal Personnel

B / - 0000001 @ftp. P — O =
Local Mark Files Commands Session Options Remote Help
M & E3 Synchronize | Bl @ | &} | 58 Queue ~ Transfer Settings Default - -
[ v000000T @ftp.dot.ga.gov X [ New Session
[ My documents = [ - - m & | %= Jeroot> v [ - - - - a & | E) Find Files | Ty
7 New - 5 New -
Ci\Users\ E
Name - Size Type Changed ~ N Name - Size Changed Rights Owner  #
Branding File folder 7/18/2022 7:37:06 AM B 2/7/2022 6:16:40 PM ——
Camtasia Studio File folder Tr27/2022 4:18:46 PM Accounting 5/5/2014 8:26:35 AM WX ===F-X
Custom Office Templ... File folder 8/1/2022 2:31:57 AM AdHoc 7/31/2022 £:44:38 PM f——
Ermails_Projects File folder 7/15/2022 2:55:52 PM Audits 6/15/2015 9:11:26 AM ——
Feedback_For_Team File folder 771572022 3:56:18 PM BridgeDesign 872272017 10:21:28 AM FWX---T-X
Files for Access Permi.. File folder 7/15/2022 2:55:54 PM Construction 9/13/2016 10:14:37 AM rwx—-rx
GDOT_docs File folder 771572022 3:55:58 PM ConstructionBidding 3/27/2019 12:35:03 PM WX ===F-X
TTraining_Team File folder 7/18/2022 7:37:44 AM DesignPolicySupport 2/3/2019 7:36:50 PM ——
Manuals File folder 771572022 3:56:44 PM Districtt §/18/2017 12:50:06 PM WX ===F-X
My Adobe Captivate ... File folder 7/18/2022 7:37:06 AM EEO 10/7/2018 9:58:05 AM P——
My Shapes File folder 7/15/2022 2:56:44 PM EngineeringServices 8/22/2016 3:10:10 PM ——
OneNote Notebooks File folder 771572022 3:56:44 PM EnvironmentalServices 7/29/2022 11:00:35 PM WX ===F-X
Outlook Files File folder 7/8/2022 11:17:02 AM Executive 3/19/2014 2:37:23 PM ——
Projects File folder 87172022 7:31:52 AM Grails 10/31/2017 10:02:35 AM WX ===F-X
Research File folder 7/18/2022 9:26:21 AM Hero 9/15/2017 7:04:27 AM ——
Snagit File folder 772272022 4:31:48 PM HRTraining 3/19/2014 2:37:14 PM WX ===F-X
Snaglt Catalog File folder T/6/2022 12:31:23 PM InformationTechnology /3172022 7:30:08 AM WX ===F-X
Softwarelnstallation File folder 7/18/2022 7:50:53 AM InfoTech 3/28/2018 10:4420 AM  rwx—-r-x
SolutionCenter File folder 771872022 7:37:09 AM InnovateProgramDeli... 872272017 10:32:27 AM FWX---T-X
Sound recordings File folder 7/6/2022 12:28:50 PM Intermodal 3/26/2017 7:30:44 AM ——
TechnicalWriting_Info... File folder 771872022 7:37:11 AM Landscapefrchitectur... 11/1/2020 7:30:40 AM WX ===F-X
Training completed File folder 7/22/2022 9:33:42 AM LegalServices /672018 110400 AM  rwvx—-r-x
Zoom File folder T/6/2022 12:29:25 PM w Maintenance 2/25/2020 9:40:17 AM WX ===F-X w
0B of 121 MB in 0 of 56 1 hidden 0B of0Bin0of 39
=) SFTP-4 0:02:43
2. On the right pane, double-click to - :
o Name Sze Changed Rights Owner A
expand the FTP Office folder Cormtroction YIIEEOUTAM  owerx
. : ConstructionBidding 3/27/2019 12:35:03 PM
where you wou Id like to Upload the DesignPolicySupport 2/3/20197:36:50 PM
. District6 9182017 1250:06PM  rwic-—-t-x
file. EED 0/7/201995805AM vt
EngineeringServices 8/22/2016 3:10:10 PM
EnvironmentalServices 3/31/2022 4:46:36 PM
Executive 3/19/2014 237:23 PM
Grails 10/31/2017 10:0235 AM roc--r-x
Hero 9/15/2017 7:04:27 AM
. HRTraining 3/19/2014 2:37:14 PM
<l Information Technology 172772022 6:36:59 PM
i Ir-nﬂﬁ 3/28/2018 1(:44:20 AM
: InnovateProgramDeli... 872272017 10:32:27 AM
| Intesmodal 3/26/2017 T:30:44 AM
You can on |y open the LandscapeArchitectur... 11/1/2020 7:30:40 AM
LegalServices 11/6/2018 11:04:09 AM
folder for the Office you Maintenance 2/25/2020 3:40:17 AM
MARTA 2/5/2020 10:34:43 AM
have been granted access. Materias /1972018 3453 P
NavigatorData 3/19/2014 2:36:40 PM
OperationalPurchase 41212016 10:55:06 AM
OPM 872272017 10:35:02 AM -
08 of 0B in 0 of 39
&  SFTP- 0:00:14
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3. Double-click Uploads. ViformationTechnology

Name . Size Changed Rights Owner

ki 2/7/2022 6:16:40 PM T
Agile 12/15/2019 7:51:03 AM W=~ X
CPACES_2018 2/6/2017 10:20:39 AM W= 3
datarequest_p3gisrnh 1/19/2020 7:50:36 AM === X
DavidLJones 77172021 3:53:42 PM K== == X
Downloads 6/24/2022 12:09:52 PM Wx=---=; X
Esri 4/14/2017 7:07:33 AM W=~ x
FCRSVideos 5/7/201410:34:18 AM W=~ X
GeoergiaTech 11/22/2020 7:30:28 AM WX~ X
Kapsch 10/3/2021 7:30:11 AM === X
MAC_Office 3/15/2020 7:31:00 AM ===
Prime 2/8/2017 2:35:59 PM Wx=---=; X
Uploads 3/6/2022 7:30:09 AM W=~ x

OBof0BinDof12

& SFTP-4 0:01:12

4. If none of the existing folders is
yours or is where you have placed

Edit ~ 3 =

£ i@ Download -| rg

Name

content, you can create a new B
!_!‘,2013 11/6/2017 9:46:38 AM A== WX
folder. To create a folder: | CoPacesLaptop 12227 THIAM v
| | CoPacesTablet 1/15/2017 7:30:31 AM TWIC---=WX
_,‘,CC‘PADQA 6/11/2017 7:30:35 AM D= WK
a. Select the arrow to eXpand |} 185BridgeCollopse SA4TTTANEAM ek
. | | nathan 9/13/2020 7:30:33 AM A== WX
the New drop—down ||St_ || nbtest3 /112018 730:18AM rwac—-wix
._!‘, PCS 5/21/2017 7:30:21 AM Wi~ WX
N || Right Crowd 11/17/2019 7:50:40 AM A== WX
b. Select Directory. I Forpsotans TDISTIOZTAM e
| | UPLOAD 5/21/2017 7:30:21 AM TWIC---=WX

0Bof0Bin0of 11
SFP-4 £ 0:05:11

| [E

all
c. If you elected to create a Create folder ? x
new folder, enter a New New folder name:
folder name. JohnDoeCompanyABC| °|
e.g., Sender’s name, "E"bm -
. Set permissions
Company name, Project Owner R MW X [ setum
name, etc. Goup MR [ W X [ |SetGD

Others  [V]|R W x| | sticky bit
Octals 0755

d. Select OK.

DUsesaﬂesetti'wgsnextt'me

_o-umn«-m-umw
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5. On the right pane, double-click the I s

. ﬁme ize Changed Rights Qwner

folder you want to add the files. - T3 TINAM  rwe-emw

2013 11/6/2017 9:46:38 AM WK === =W

CoPacesLaptop 1/22/2017 7:30:31 AM WK -~ WX

CoPacesTablet 1/15/2017 7:30:31 AM WK = ==K

COPADQA 6/11/2017 7:30:35 AM WK -~ - WK

185BridgeCollapse 3/1472017 7:30:18 AM WK == == WX

JohnDoeCompanyABC! 8/1/2022 8:51:19 AM W=~ WK

nathan 9/13/2020 7:30:33 AM PWK----WX

nbtest3 111172018 7:30:18 AM PWX----WX

PCS 5/21/2017 7:30:21 AM WX == == WX

Right Crowd T1/17/72019 7:530:40 AM PW--=-WX

TempSoftware T/15/2018 7:30:27 AM PWK----WX

UPLOAD 5/21/2017 7:30:21 AM PW--=-WX

0Bof0Bin1of12

& SFTP-4 0:02:19

6. Drag and drop the file from your computer (left) into the FTP WinSCP folder on the right.

Alternatively, you can use Copy and Paste to share files.

B JohnDoeCompanyABC - vDDD0D01 @ftp.dot.ga.gov - WinSCP — O X
Local Mark Files Commands Session Options Remote Help
m % a Synchronize | Bl # @ 4}} @Queue @ Transfer Settings Default 2 Fﬂ ©
[ v0D0D0D1 @ftp.dot.ga.gov X G New Session
By - = -F- ie- EEO & % JohnDoeC - (2 - [F] - (4= - BB M & | D FindFiles | B
@ Uplead - D’ Edit ~ 3¢ é Properties > » ﬁ' Mew =
ChA\Documents\Projects\CompanyABCY fInformationTechnology/Uploads/JohnDoeCompanyABC/
MName - Size Type MName - Size Changed Rights Qwner
Hef Parent directory 8/1/2022 &:51:19 AM W - - -~ WX
CompanyABC_Projec. _aow &be ;ﬁﬂbatD
_— e .
< >
2.02 MB of 202 MB in 10of 1 0Bof0Bin0of D
& SFIP-4 0:02:17
7. Select OK. Upload ?X
% Upload file ‘CompanyABC_ProjectTN40406.pdf to remote directory:
/InformationTechnology/Uploads, JohnDoeCompany Al y ~
Transfer settings
Transfer type: Binary; Do not preserve timestamp
[ Transfer in background (add to transfer queus)
| Transfer settings... |V| | oK | | Cancel | | Help
[ Do ot show this dialog box again
Secure File Transfer Protocol GDOT Internal Personnel 18
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8. Wait while the file uploads. 100% Uploading ? X

File: C:\,...\CompanyABC_ProjectTN40406.pdf
E Target: /... Uploads/lohnDoeCompanyABC/

I —
You mlg ht not see this Time left: Calaulating Time elapsed: 0:00:00
Bytes transferred: 457KB Speed: 1.05 MB/s

image appear and
disappear on your screen. I = Y —

X - 5D - Ounlimited -

9. Confirm your file has been uploaded (you can now see a copy of it on the right side).
10. If necessary, repeat steps 6 through 9 to transfer all files to the WinSCP folder.
11.Select X to close WinSCP.

B CompanyABC - vD0DD0D1 @ftp.dot.ga.gov - WinSCP — O X

: Local Mark Files Commands Session Options Remote Help
EE % % Synchronize |- ? |@ E@ ||§ Queue ~ ETransfelSettings Default & Es = |
& 0000001 @ftp.dot.ga.gov X i New Session

B = -E- e BERQE[% :[ohdocc - (2T - 4 - > - (66 Q& | B Find Files |
[ Edit - 3 f (g Properties » S[#] ” Z[ Download -

: 3 Upload - [ Edit - 3 = [ Properties ||§ New - :[#] [-] [¥]

Size Changed Rights Owner

Na Size  Type
H. Parent directory ). 8/1/2022 8:51:19 AM [T
468KB  Adobe Acrobat D... CompanyABC_Projec... 468 KB 8/1/2022 3:22:58 AM [YTE—— 9
%
£ >
0B of 467 KB in 0 of 1 0B of 935KB in 0 of 2
SFIP-4 Bl 0:06:52
12.Select Yes if you get this prompt. Confirm ? X
Terminate session "v0000001@ftp.dot.ga.gov’ and close
application without saving a workspace?
Press ‘Mo’ tgenable automatic saving of the workspace.
If an error message show 12
abOIUt Settlng permISSIOHS [ Mever ask me again Mo Cancel Help
or timestamp, it is safe to
select Skip all.

13. Notify the recipient that the file has been uploaded. Provide the folder and the name of the
file so they can locate it easier.
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Secure File Transfer Protocol (FTP Web Client)

The FTP Web client allows GDOT vendors to transfer files when corporate policy
does not allow port 22 (which is required for WinSCP to work).

There is a 512 MB file size limit per file.

Requirements
e You need to have a GDOT Vendor Account.

e You will need to be added to the correct Secure FTP Process group.

Share Files Using the Web FTP Client

1. Select the following link:
https://ftp.dot.ga.gov

O

You may want to bookmark this page. This link is used by both internal
and external users.

2. Select Web Transfer. @ hitpsiftpcorangon < I vo- oox

& > C @& htips//ftp.dot.ga.gov =2 % #» 0O o H
GDOT ECC Links.
d h ‘Welcome to the GDOT File Transfer Site. Which module are you looking for?
. ) ) Web Transfer ﬂ
Notice that this page also has a link 0 Hox Toansfor Module

for the Ad Hoc Transfer Mobile
described in the next chapter.
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3. Enter your Username.
e \Vendors enter your V#.

e.g., V0123456
Enter Password.

5. Select Sign In.

6. Select the arrow next to the FTP
Office folder where you would like to
upload the file.

You can only open the
folder for the Office you
have been granted access.

Secure File Transfer Protocol Ad Hoc (Send Files Only)

Proven, Scalable, Secure FTP

ws FTP F

WEB TRANSFER

GDOT Methods of Exchanging Files -

External

Username

Password

ipswitch Language

English

Remember me

v v v v v v v v v v v v v v v

@ET‘

x
g |z

x|+

P @
|4
&

(R R R

g o

)| 0 O O

o

AR AL

O O

ngineeringservices

& \0000001@ftp.dotgagov  SIGN OUT

Connectedto: fip.dot.ga.gov | D 7 |

size Modified Date

21




GDQT

Georgia Department
of Transportation

7. Expand Uploads.

Remember that the
Uploads folder is used to
share files with GDOT, and

the Download folder is
used to retrieve files GDOT
share with you.

8. If none of the existing folders is
yours or is where you have placed
content, you can create a new
folder. To create a folder:

a. Select Add folder.

b. If you elected to create a
new folder, enter a Folder
name.

e.g., Sender’s name,
Company name, Project
name, etc.

c. Select Add Folder.

GDOT Methods of Exchanging Files -

External

B Web Transter Clent x  +

¢ > C @ hiipsy/ftp.dot.gagov/ThinClient/WTM/public/index.htmi#/main

GDOT EQC Links

& \00000018@ftp.dot. ga.gov

SIGN OUT HELP

C4 ! (2

Upload Add folder Refresh

Connected to: fipdotgagov | () g 7/

v [ InformationTechnology
> [ agle
[ cpaces_2016
[ datarequest_p3gisrnh
[ DavidLjones
[ Dpownloads

0 Esri

>

>

>

>

¥

> [ Fcrsvideos
> [O GeorgiaTech
> [ Kapsch

> [ MACOffice
> [ prime

>

[ Uploads

7 12

[ Web Transfer Client x + o a R
&€ 3 @ @ hups//fpdotgagov/ThinClientWTM/public/index htmis/main - 0@ :
GDOT EOC Links

[4 |—-‘ r Connected to: fip.dotgagov | () & [ mnforman cads
Upload Acd folder Refresn
Mame Sire Modified Date

B con

£ 18sBridgeColiapse
[0 nbtes3

£ Right Crom

>
>

>

>

>

» [ nathan
>

>

>

» [ Tempsoftware
>

3 vPLoaD

Add Folder ?

Folder Name

Cancel

C

Add Folder
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9. Inspect the path to validate you are in
the correct folder.

10. Select Upload.

11.Select Browse.

12.Select the file you want to upload
from your computer.

13.Select Open.

Secure File Transfer Protocol Ad Hoc (Send Files Only)

GDOT Methods of Exchanging Files -

External

[ ek ranster Ciene = [

& 3 @ @ hups//Apdotgagey/ThinClisntANTM/puBic/indsx htmi#/msin

& voooooorefprdotgagoy  SIGNOUT  HELP
# ot )
— Connected to: fipdotgagov | {2 EE | 7 snformaventechnologyup
Add folder Refresn
Sizs Modified Date

L

Upload Files

Click "Browse" to select a File. You can attach File(s) up to a total size of 500 MB.
The Files will be uploaded to "/InformationTechnology/Uploads/johnDoeCompanyABC” folder

Qverwrite selected Files on the server

File 1 % Browse

File 2

File 3

File 4 Browse

File 5 Browse

@& Open x
<« « 4 [ > ThisPC > Documents » Projects > CompanyABC v o O Search CompanyABC
Organize » New folder B ™ @
=
[0 Name Status Date modified Type Size
A% CompanyABC_PrajectTNADA06.pdf oR 10/19/2020 10:05AM  Adobe Acrobat D... 68
File name: | CompanyABC_ProjectTNA0406.pdf | [AnFies ¢ ~]
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14.Verify the correct file is listed to be
uploaded.

15.1f you need to upload more files,
select Browse and repeat steps 12
through 14.

16.Select Upload.

17.Confirm the file has been uploaded.

18. Notice the Success pop-up.

19. Notify the recipient that the file has
been uploaded.

Provide the folder and the

name of the file so they
can locate it easier.

Secure File Transfer Protocol Ad Hoc (Send Files Only)

External

Upload Files

Click "Browse" to select a File, You can attach File{s) up to a total size of 500 MB.
The Files will be uploaded to "/InformationTechnology/Uploads/johnDoeCompanyABC” folder

Overwrite selected Files on the server

File 1 I CompanyABC_ProjectTN40406.pdf @ ‘ Browse | X

File 2 | ‘ Browse |
File3 Browse
File 4 Browse
File 5 Browse
Upload Cancel
D Ve Tranter Cle x o+ = S
€ >ca [Thinc "

Name Slze Modified Date
I {] CompanyaBC_ProjectTN4OA06.p.  46763KB  2022.08-01 09:22:58

rvacy | Ipswitch Fie Transter
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Frequently Asked Questions (FAQ)
When Using WinSCP

e Incorrect User ID or Password Error

1. Verify you are not including a domain in your credentials (i.e.,
<yourdomain>\<yourusername> will not work. Only <yourusername> is required.

2. Verify you have the correct hostname selected.
o ftp.dot.ga.gov for GDOT Vendor Accounts (VOO####)

3. Consult your IT department to verify PORT 22 is allowed from your machine through
any corporate firewalls. If it is not allowed, you will need to use the GDOT FTP Web
client instead of WinSCP.

e Uploaded files have <filename>. filepart instead of the expected extension.

Please see the WIinSCP installation section. File permissions on the GDOT FTP server do
not allow WIinSCP to partially upload files. There are settings in WinSCP that need to be
set in order to turn off this WinSCP feature.

Support Contact Information
If you need further assistance, please contact the Solutions Center.

e Hours - Monday to Friday, 7:00 AM-5:00 PM excluding State Holidays

e Phone - (404) 631-1220

e E-mail - solutionscenter@dot.ga.gov

If none of these methods of exchanging files work for
you, please contact the Solutions Center.
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